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/resources/uploaded_files/cimages/c6c0c27f-5ea5-4d23-9bb7-87b1f6378971-postgres.tar (debi---

usr/local/bin/gosu

/etc/ssl/private/ssl-cert-snakeoil.key
0OS Packages

Loose File License(s)

Vulnerabilities (63) Packages (148) Licenses (162)

Secrets (1) Command

5
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v apt@2.6.1

Vulnerabilities

v bash@5.2.15

v bsdutils@2.38.1

i Layers (26)

messsssnssEnnnsnnnnnnns’

L 1

L 2

Vulnerabilities (§3]  Packages (148  Licenses [162)  Secrets (1}

wiget -0 fusr/lacal/hin/gosu "htty

ithub.com/t

‘Command

RUN {bin/sh -c set -eux; savediptMark="8lapt-mark shewmanual}"; apt-get update; apt-get install -y ~norinstall-
recommends ca-certificates wget; rm -rf fvar/libfapt/lists/*; dpkgArch="${dpkz -

print-architecture | awk -F- ' print SNF 1",

-0 fusflocal ise "hitps:

/560SU_VERSION/gosu-$dpkgAreh" wget

hub.com/tianon g

manual $savedAptiark > [dev/null; apt-get purge -y

export GHUPGHOME="Simktemp -dI"; gpg ~batch —keyserver hkps:/fkeys.openpgp.org ~recv-keys
BA2FE819007FO0FB8E364FD4U3BAIC 25BF2570D4; ppg ~batch ~verify {usr/local/bin/gosu.asc fusrflocal bindgosu; gpgeonf -~
Kill all; rm -rf "SGNUPGHOME" /usr/local/bin/gnsu.ase; apt-mark auta " = fdewfnull; | -z "Ssavedptiark” | || apt-mark

U_VERSION/ gosu-$dphghrch.asc”;
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g8 +

2.*Gosu K1**: 0| A0loli *posu’ & T2 8D A RS TS gosy”

o APT:AUtoRe
chmod #x fustflocalibin/gosu; gosu version; gosu nobody true # buildkit

tant=!

L7 A BE0[E I Eap THTIX| 4| HEJOIL] Lo A "apt-get update’ UR0E A2at0] 3| T 2| AES HEID|ES
1, ca-certificates” 2| “wget” 2 Y+ WIKE GALLICL 0l BIE HY

7| 0 A 2EE 2E HEZ RE B

= "sudo S4B T2, B

ARBI HEo2 HES MUE & ol HFA Y, sudo” 2 B2| TTVRH Hz HE 2HE X ELICL 0l Aeo]d Lold 2R

PHEET OIS delot] Ml GPG MER HTHLIC. o FHR £

/bin/sh -c #(nop) ADD file!85e3f04235f949795629380f3a50ca566471f0258cd43229--
/bin/sh -c #(nop) CMD ["bash"]

sh -c set -eux; groupadd -r postgres --gid=999; useradd -r -g postgres ---
sh -c set -ex; apt-get update; apt-get install -y --no-install-recommends---
_VERSION=1.17

sh -c set -eux; savedAptMark="$(apt-mark showmanual)"; apt-get upd---

sh -c set -eux; if [ -f /etc/dpkg/dpkg.cfg.d/docker ]; then grep -q '/usr/s+

=en_US.utf8

sh -c set -eux; apt-get update; apt-get install -y --no-install-recommend---

sh -c mkdir /docker-entrypoint-initdb.d # buildkit

sh -c set -ex; key="B97BOAFCAA1A4TF044F244A0TFCCTDA46ACCCACFS'; -+
IAJOR=16

~ coreutils@9.1

~ dirmngr@2.2.40

~ gce-l2-base@12.2.0
~ BNupg@2.2.40

~ gnupg-l10n@2.2.40
v~ gnupg-utils@2.2.40
¥ BPE@2.2.40

v~ gpg-agent@2.2.40

~ gpg-wks-client@2.2.40
~ gpg-wks-server@2.2.40

~ gpgconf@2.2.40

=/usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/sbin:/bin:/usr/lib/pos---
ERSION=16.2-1.pgdg120+2

L 16

r

17

sh -c set -ex; export PYTHONDONTWRITEBYTECODE=1; dpkgArch="$(d---

RUN /bin/sh -c set -eux; dpkg-divert --add --rename --divert "/usr/share/postgres

RUN /bin/sh -c¢ mkdir -p /var/run/postgresql && chown -R postgres:postgres /var--

~ gpgsm@2.2.40
~ gpgv@2.2.40
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Vulnerabilities (63)  Packages (148)  Licenses (162) ~ Secrets (1) ~ Command

Category <

~ Asymmetric Private Key

Rule Id : private-key
Severity | HIGH

Created By * RUN /bin/sh -¢ set -ex; export PYTHONDONTWRITEBYTECODE=1; dpkgArch="5{dpkg —-print-architecture)"; aptRepo="[ signed-
by={ust/local/share/keyrings/postgres.gpg.asc | http://apt rg/pub/repos/apt/ baokworm-pgdg main $PG_MAJOR"; case "$dpk
ghrch” in amd6d | armG4 | ppeGdel | s390x) echo "deb SaptRepo” > /ete/apt/sources.list.d/pgdg.list; apt-get update; ;; *) echo "deb-src $apt
Repo” = fetc/apt/sources.list.d/pgdg.list; savedaptMark="S{apt-mark showmanuall"; tempDir="${mktemp -d)"; cd "StempDir"; apt-get upd
ate; apt-get install -y —no-install-recommends dpkg-dev; echo "deb [ trusted=yes | file://$tempDir ./" > [etc/apt/sources.list.d/temp.list; _u
pdate_repol) { dpkg-scanpackages . > Packages; apt-get -0 Acquire’:GzipIndexes=false update; |; _update_repo; nprac="$(nproc)"; export D
EB_BUILD_OPTIONS="nocheck parallel=$nproc"; apt-get build-dep -y postgresql-common pgdg-keyring: apt-get source -~compile postgres
ql-common pgdg-keyring, _update_repo; apt-get build-dep -y "postgresql-SPG_MAJOR=SPG_VERSION"; apt-get source —-compile "postgres
ql-$PG_MAJOR=SPG_VERSION"; apt-mark showmanual | xargs apt-mark auto = /dev/null; apt-mark manual $savedAptiark; ls -IAFh; _upd
ate_repo; grep ‘“Package: ' Packages; cd /; ;; esac; apt-get install -y --no-install-recommends postgresql-common; sed -ri 's/#(create_main_
cluster) .*$/\1 = false/' /etc/postgresql-commeony/createcluster.conf; apt-get install -y —no-install-recommends "postgresgl-SPG_MAJOR=$P
G_VERSION" ; rm -rf fvar/lib/apt/lists/*; if [ -n "StempDir" |; then apt-get purge -y —-auto-remave; rm -rf "StempDir” Jetc/apt/sources.list.d/t
emp.list; fi; find /usr -name **.pyc’ -type f -exec bash -¢ ‘for pyc; do dpkg -S "$pyc” &= fdew/null || rm -vf "Spyc”; done’ - '{I' +; postgres —-ve
rsion # buildkit

Code : -~-—BEGIN PRIVATE KEY--

ND PRIVATE KEY
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